Privacy Policy

Last updated: 23 June 2026

1. Who we are

The websites covered by this Privacy Policy are operated by:

TheArtisan.ai SARL
2 Route de Cruchten
L-7738 Colmar-Pont
Luxembourg

RCS Luxembourg: B299196
VAT number: LU36822229
Email: privacy@theartisan.ai

TheArtisan.ai SARL is the controller of the personal data described in this Privacy Policy.

We have not appointed a Data Protection Officer. Questions or requests concerning
privacy may be sent to privacy@theartisan.ai.

2. Scope of this Privacy Policy
This Privacy Policy applies to:

o theartisan.ai;

e artisanlabs.ai; and

o download.theartisan.ai.

It covers our marketing website, communications with business contacts and
prospects, and the technical operation of our download portal.

This Privacy Policy does not cover the collection, generation, storage, or other
processing of photographs and generated images through TheArtisan.ai kiosks, photo
experiences, event systems, APIs, or customer installations. Those services are
governed by separate privacy notices presented in connection with the relevant service.

For download.theartisan.ai, this Privacy Policy covers access to and operation of the
download portal. The creation, storage, and retention of the associated photograph or
generated image are governed by the privacy notice applicable to the kiosk or photo
experience through which it was created.

3. Personal data we collect
3.1 Information you provide to us

When you submit a contact form, email us, or otherwise communicate with us, we may
collect:



e your name;

e your email address;

e yourcompany;

e yourtelephone number;

e the contents of your message;

¢ information about your proposed project or business requirements; and
¢ subsequent correspondence and notes relating to our communications.

Name and email address are generally required to submit a contact request. Company
and telephone information are optional unless otherwise indicated.

Please do not submit sensitive personal data or confidential third-party information
through the contact form.

3.2 Business contact and prospect information

We conduct business-to-business sales and partnership outreach where permitted by
applicable law.

For this purpose, we may process:
e name;

business email address;

employer or company;

e job title or professionalrole;

e Linkedln profile;

e company website;

¢ publicly available professional information;

e notes about the relevance of our services to the organisation; and

e ourcorrespondence and engagement history.
We may obtain this information from:

e Prospeo;

¢ Linkedln;

e company websites;

o other publicly available professional sources; and



e manual business research.

We do not use this information to make decisions that produce legal or similarly
significant effects concerning individuals.

3.3 Website and technical information

When you visit one of our websites, we and our technical service providers may
automatically process limited technical information, including:

e |Paddress;

date and time of access;

e requested page or resource;

e browser type and version;

e device type and operating system;

o referring page;

e request and response information;

e security and fraud-prevention information;

e website performance data; and

e error and diagnostic information.
This information is used to deliver, secure, maintain, and troubleshoot the websites.
3.4 Download portal information

When you use download.theartisan.ai, we process the eight-digit code you enter so that
we can locate and provide the associated image.

We may also process:
+ the date and time of the request;

IP address and technical request information;

the requested file or resource;

error and diagnostic information; and

security or abuse-prevention logs.

No name, email address, telephone number, or account registration is required through
the download portal.

The underlying image is stored and retained according to the privacy notice applicable
to the kiosk or photo experience through which it was created.



4. Why we process personal data
We process personal data for the following purposes and legal bases.
Responding to inquiries
We process contact details and messages to:
e respond to questions;
e evaluate proposed projects;
e arrange calls or demonstrations;
e prepare proposals; and
« take steps towards a possible business relationship.

Depending on the circumstances, the legal basis is taking steps at your request before
entering into a contract or our legitimate interest in responding to inquiries and
developing business relationships.

Managing business relationships

We process correspondence and business contact information to manage existing and
potential customers, suppliers, partners, and professional relationships.

The legal basis is our legitimate interest in operating and developing our business and,
where applicable, performing a contract.

Business-to-business outreach

Where permitted by applicable direct-marketing and electronic-communications laws,
we may contact people in a professional capacity where we reasonably believe that our
services may be relevant to their organisation.

The legal basis under data protection law is our legitimate interest in promoting our
services and developing relevant business relationships.

You may object to this processing at any time. We will then stop using your personal data
for direct marketing.

Operating the websites

We process technical information to:
e provide website content;
e« maintain availability and performance;
e diagnose technical problems;

e preventabuse and malicious activity;



e protectourinfrastructure; and

e maintain appropriate security records.
The legal basis is our legitimate interest in operating reliable and secure websites.
Operating the download portal

We process download codes and related technical information to provide access to
purchased images, troubleshoot failed downloads, and protect the portal from misuse.

Depending on the circumstances, the legal basis is performance of a contract, taking
steps at the user’s request, or our legitimate interest in providing and protecting the
download service.

Compliance and legal claims
We may process personal data to:
¢ comply with applicable laws and binding requests;
¢ maintain legally required records;
e establish, exercise, or defend legal claims;
e investigate suspected fraud or misuse; and
e protectourrights, systems, personnel, and users.

The legal basis is compliance with a legal obligation or our legitimate interests in
protecting our business and legal rights.

5. Cookies and similar technologies

At the date of this Privacy Policy, our websites do not use optional advertising,
retargeting, behavioural analytics, or session-replay cookies or similar tracking
technologies.

In particular, we do not use Google Analytics, Yandex Metrica, Yandex Webvisor, or
advertising pixels on the websites covered by this Privacy Policy.

We may use limited technical storage or similar technologies where necessary to:
e remember alanguage preference;
e provide essential download-portal functionality;
e maintain security;
e preventabuse; or

e preserve basic website operation.



We may also use technical performance and diagnostic services, including Cloudflare
Browser Insights or Real User Monitoring and Sentry error monitoring. These services are
used to monitor technical performance, detect errors, and protect the websites. They
are not used by us for advertising, retargeting, or building marketing profiles.

If we introduce optional analytics, advertising, session-replay, or similar technologies in
the future, we will update this Privacy Policy and request consent before using them
where required.

6. Service providers and recipients

Personal data may be made available to authorised personnel and service providers
only where reasonably necessary for the purposes described in this Privacy Policy.

These recipients may include:
e Amazon Web Services, for website hosting and file storage;
e Supabase, for database and storage infrastructure;

o Cloudflare, for DNS, security, network performance, and technical website
monitoring;

e Google Workspace, for business email and communications;

o Google, where externally hosted website resources such as fonts are used;
e Sentry, for technical error monitoring and diagnostics;

¢ Prospeo, for professional business contact research;

e« professional advisers, including legal, accounting, and security advisers;

e public authorities where disclosure is required by law; and

e suppliers supporting our website or business operations.

Our primary AWS and Supabase infrastructure is hosted in the Frankfurt, Germany
region.

We do not sell personal data.

Service providers are permitted to process personal data only for the relevant services
they provide to us and subject to applicable contractual and legal requirements.

7. International data transfers

Although our primary hosting and database infrastructure is located in the European
Economic Area, some service providers are established outside the EEA or may process
or access information from other countries.



Where personal data is transferred outside the EEA, we use an applicable transfer
mechanism, such as:

e aEuropean Commission adequacy decision;

e the EU-US Data Privacy Framework, where applicable;

e European Commission Standard Contractual Clauses; or
e another legally recognised safeguard.

We may also implement supplementary technical, contractual, or organisational
measures where appropriate.

You may contact privacy@theartisan.ai for further information about the safeguards
relevant to a particular transfer.

8. How long we retain personal data

We retain personal data only for as long as reasonably necessary for the purposes for
which it was collected.

Contact inquiries and correspondence

We retain contact-form submissions, correspondence, and related notes for as long as
there is a reasonable business need to:

e respondto the inquiry;

e pursue or maintain a business relationship;

e maintain appropriate business records; or

o establish, exercise, or defend legal claims.
Business prospects

We retain professional prospect information for as long as we reasonably consider that a
relevant business interest or potential relationship remains, unless the person objects
or requests deletion and no other lawful reason requires continued retention.

If a person objects to direct marketing, we may retain limited information on a
suppression list so that we can ensure that the person is not contacted again.

Technical and security logs

Website, security, and download-portal logs are normally retained for up to 90 days.
They may be kept for longer where reasonably necessary to investigate a security
incident, prevent fraud or misuse, resolve a technical issue, or establish or defend a
legal claim.

Downloadable images



The storage and retention period for images available through the download portal are
governed by the privacy notice applicable to the kiosk or photo experience through
which the image was created.

Legal records and backups

Information contained in legally required records is retained for the period required by
applicable law.

Residual copies may remain in backups until those backups are overwritten in
accordance with our normal backup cycle.

9. Security

We use technical and organisational measures designed to protect personal data,
including:

e encryption in transit through HTTPS;

e access controls;

¢ limiting access to authorised people with a business need;

e security and diagnostic monitoring;

¢ infrastructure and security measures provided by our service providers;
o logging and incident investigation procedures; and

e measures intended to prevent unauthorised access, alteration, disclosure, or
destruction.

No online service or storage system can be guaranteed to be completely secure. You
should therefore avoid sending unnecessary sensitive or confidential information
through the contact form.

10. Your data-protection rights

Subject to the conditions and limitations established by applicable law, you may have
the right to:

e obtain confirmation as to whether we process your personal data;
e obtain access to your personal data;

e request correction of inaccurate or incomplete information;

e request deletion of your personal data;

e requestrestriction of processing;

e receive certain information in a structured, commonly used, machine-readable
format;



e objectto processing based on legitimate interests;

e objectto direct marketing at any time; and

¢ withdraw consent where processing is based on consent.
To exercise aright, contact privacy@theartisan.ai.

We may request information reasonably necessary to verify your identity and protect
personal data from unauthorised disclosure.

Direct-marketing objections

You may object at any time to the use of your personal data for direct marketing by:
¢ replying to our email and asking not to be contacted,;
e using an unsubscribe mechanism where one is provided; or
e emailing privacy@theartisan.ai.

Once you object, we will stop processing your personal data for direct-marketing
purposes. We may retain limited contact information on a suppression list solely to
honour your objection.

The GDPR gives individuals an unconditional right to object to the processing of their
personal data for direct marketing. Where prospect information was obtained from
another source, the individual must also be informed about the processing, at the latest
when first contacted.

11. Complaints

We encourage you to contact us first at privacy@theartisan.ai so that we can address
your concern.

You also have the right to lodge a complaint with the Luxembourg supervisory authority:

Commission nationale pour la protection des données — CNPD
15 Boulevard du Jazz

L-4370 Belvaux

Luxembourg

The CNPD accepts complaints concerning the exercise of GDPR rights and alleged
infringements of data-protection law.

You may also contact the competent supervisory authority in the EU or EEA country
where you live, work, or believe an infringement occurred.

12. Children

Our marketing website is intended primarily for businesses and professional users. We
do not intentionally use the marketing website to solicit personal data from children.



Where a child uses a kiosk or photo experience, the separate privacy notice applicable
to that experience governs the collection, generation, storage, and delivery of the
associated image.

13. Automated decision-making

We do not use personal data collected through the websites or for business prospecting
to make decisions based solely on automated processing that produce legal effects or
similarly significant effects concerning individuals.

14. External links

Our websites may contain links to third-party websites or services. We do not control
those third parties and are not responsible for their privacy practices. You should review
the privacy information provided by the relevant third party.

15. Changes to this Privacy Policy

We may update this Privacy Policy where our services, technology, providers, or legal
obligations change.

The date at the top indicates when the policy was most recently updated. Material
changes will be communicated through an appropriate notice on the website where
required.

16. Contact

For questions, objections, or requests concerning this Privacy Policy or our processing
of personal data, contact:

TheArtisan.ai SARL

Email: privacy@theartisan.ai
2 Route de Cruchten

L-7738 Colmar-Pont
Luxembourg



